The Claude Shannon Institute Workshop on

Coding & Cryptography

17th & 18th May 2010
G2, Kane (Science) Building, UCC
Abstracts

Hosted by:

The Claude Shannon Institute for Discrete Mathematics, Coding, Cryptography and Information Security,

The Boole Centre for Research in Informatics, UCC

School of Engineering, UCC

School of Mathematical Sciences, UCC
[image: image1.emf]
Sponsored by:

[image: image2.emf]
This 2-day Workshop on Coding and Cryptography will be held in UCC on Monday 17th & 18th May 2010. 
There is no registration fee but those interested in attending are

requested to register for the event by emailing r.sarteschi@ucc.ie

ABSTRACTS
Monday 17th May 2010

Session 1

Session Chair:

10.15 - 10.55 PETER BEELEN, Technical University of Denmark

“List decoding algebraic geometry codes with Alekhnovich’s algorithm”

The list decoding algorithm of Guruswami-Sudan enables one to decode an algebraic geometry code beyond half the minimum distance. An important part of this algorithm is the so-called interpolation part in which an interpolation polynomial needs to be found given a received word. In this talk we will use a variant of an algorithm by Alekhnovich to compute interpolation polynomials. This approach gives a good running time for the list decoding of Reed-Solomon codes, but is also applicable to a class of one-point algebraic geometry codes. This class includes the well-known one-point Hermitian codes.
10.55 - 11.15 NAOMI BENGER, Claude Shannon Institute, Dublin City University
“Constructing Tower Extensions of Finite Fields for Implementation of Pairing-Based Cryptography”

A cryptographic pairing evaluates as an element of a finite extension field, and the evaluation itself involves a considerable amount of extension field arithmetic. It is recognised that organising the extension field as a ``tower'' of subfield extensions has many advantages. Here we consider criteria that apply when choosing the best towering construction, and the associated choice of irreducible polynomials for the implementation of pairing-based cryptosystems. We introduce a method for automatically constructing efficient towers for more classes of finite fields than previous methods, some of which allow faster arithmetic.

We also show that for some families of pairing-friendly elliptic curves defined over $\F_{p}$ there are a large number of instances for which an efficient tower extension $\F_{p^k}$ is given immediately if the parameter defining the prime characteristic of the field satisfies a few easily checked equivalences.

11.15 - 11.45 IRYNA ANDRIYANOVA, University of Cergy-Pontoise, Cergy, France

“About Finite-Length Performance of Non-Binary Regular LDPC Codes over the Binary Erasure Channel”

This work addresses the issue of the finite-length iterative performance of non-binary sparse-graph codes with the alphabet size $q$. Many examples, presented in the literature seem to indicate that the error-rate performance improves with the alphabet size, for fixed binary codelength and code ensemble parameters.  Inspired by these examples, we investigate the performance of the regular $(c,d)$ LDPC code ensemble of some binary codelength n, defined over the general linear group GL(2^m). For simplicity, the transmission is assumed to take place over the binary erasure channel with probability p. Using the scaling laws, we derive the scaling parameter, which characterizes the decay of the error probability in the so called waterfall region. We find some code ensembles for which the scaling parameter improves with the alphabet size - and this is the first counterexample to the common belief concerning the performance improvement.  

11.45 - 12.15 CHIARA MARCOLLA, University of Trento

“Words of small weights in Hermitian codes”

With mixed algebraic and combinatorics methods, we are able to estimate the number of codewords with small weight for families of Hermitian codes, containing infinite codes. This is joint work with M. Sala and M. Pellegrini.
12.15 - 12.45 EDGAR MARTINEZ-MORO, Universidad de Valladolid

“Some results on multiple-root n-dimensional cyclic codes”

Joined work with Hakan Ozadam, Ferruh Ozbudak, Steve Szabo”

As a generalization of multiple-root cyclic codes, we study n-dimensional cyclic codes generated by a single "monomial" in the related Jennings basis. Namely, we study multi-variable cyclic codes of the form <(x_1 -1)^{i_1} ... (x_n -1)^{i_n}> in F_{p^a}[x_1...x_n] / < x_1^{p^{s_1}}-1, ..., x_n^{p^{s_n}}-1 >. We call such codes monomial-like codes. We show that these codes arise from the product of certain single variable codes and we determine their minimum Hamming distance and derive an expression that gives us the weight hierarchy of these codes.

12.45 - 2.00 Lunch

Session 2

Session Chair:

2.00 - 2.40 STEFAN TILLICH, University of Bristol

“Development of the Next Generation of Side-Channel Analysis Resistant Processors”

Resistance against side-channel analysis (SCA) attacks is an important requirement for many secure embedded systems. Microprocessors and microcontrollers which include suitable countermeasures can be a vital building block for systems like secure PDAs or smart phones. In the last years, two promising concepts have been proposed for adding SCA-protection to general-purpose processors: Randomized execution and hardware-protected execution. Investigations of the first concept have been in connection with the NONDET processor. The second concept has first been proposed in the context of securing cryptographic instruction set extensions and has been extended in the POWER-TRUST project. We present the principals of both concepts, giving specific details for the hardware-protected execution, highlighting features like multi-tasking support and process separation. Furthermore, opportunities for integrating both concepts as well as combinations with other SCA countermeasures are presented.
2.40 - 3.10 TED HURLEY, National University of Ireland - Galway

“Self-dual and dual-containing codes from group rings”

Cyclic codes are ideals in the group ring of the cyclic group and many related codes, such as shortened cyclic and some quasi-cyclic, are modules in the cyclic group ring. Group Ring Codes are ideals or modules in general group rings. A correspondence between a group ring and a ring of matrices give immediate matrix representations and implementations. Properties, such as distance, can often be calculated from the group ring construction, and codes with a desired property, such as requiring the code to be LDPC, can be obtained using group ring properties and constructions.

In this talk it is shown how the algebraic method of group rings may be used to construct self-dual and dual-containing codes and to derive their properties directly. Quantum codes may be constructed from dual-containing codes. Particular examples are produced using group rings of direct products of cyclic groups or group rings of dihedral groups.
3.10 - 3.30 LUIS DOMINGUEZ, Claude Shannon Institute, Dublin City University

“Designing a code generator of Pairing Based Cryptography functions”

Pairing-Based Cryptography has become relevant in industry mainly because of the increasing interest in Identity-Based protocols. A major deterrent to the general use of pairing-based protocols is the complex nature of such protocols; efficient implementation of pairing functions is often difficult as it requires more knowledge than previous cryptographic primitives. In this paper we present a tool for automatically generating optimized code for pairing functions and some selected functions which can be used in the construction of cryptographic protocols.

Our cryptographic compiler chooses the most appropriate pairing function for the target family of curves, either the Tate, the ate or the R-ate function, and generates its optimized code. It also generates optimized code for the final exponentiation and for fast hashing to a point in $G_2$ using the parameterisation of the chosen pairing-friendly elliptic curve. It constructs a pre-computation matrix for a fast scalar multiplication in $G_2$, and exponentiation in $G_T$. We also present a Low Hamming weight $x$-value generator.
3.30 - 3.50 GEOFFREY WALSH, Claude Shannon Institute, University College Dublin

“q-Analogs of Designs”

It has been known for some time that the classical notion of a t-design has a natural q-analog, in which the points and blocks are replaced by vector spaces over a finite field. More recently it has been shown that these q-analogs play an important role in the theory of error correction for random network coding. This talk outlines the current status of the theory of q-analogs and the more significant open problems.    

3.50 -04.05 Coffee Break

Session 3

Session Chair:

4.05 - 4.45 MERCÈ VILLANUEVA, Universidad Autònoma de Barcelona

“Z2Z4-additive codes: duality and invariants”

A code C is Z2Z4-additive if the set of coordinates can be partitioned into two subsets X and Y such that  the punctured code of C by deleting the coordinates outside X (respectively, Y) is a binary linear code (respectively, a quaternary linear code). Their corresponding binary images, via the Gray map, are called Z2Z4-linear codes. As for binary and quaternary linear codes, for these codes the fundamental parameters are found and standard forms for generator and parity-check matrices are given. Moreover, two invariants for these Z2Z4-linear codes, the rank and dimension of the kernel, have been studied. Specifically, given the parameters of the code, the possible values of these two invariants, giving lower and upper bounds, are established. For each possible rank r and dimension of the kernel k between these bounds, there exists a Z2Z4-linear code having these values. These invariants have been used in the classification of some families of Z2Z4-linear codes. They do not always give a full classification of Z2Z4-linear codes, since two non-isomorphic Z2Z4-linear codes could have the same rank and dimension of the kernel. In spite of that, they can help in classification, since if two Z2Z4-linear codes have different ranks or dimensions of the kernel, they are non-isomorphic.

4.45 - 5.10 ROBERT GRANGER, Claude Shannon Institute, Dublin City University
“Faster squaring in the cyclotomic subgroup pf sixt degree extentions”
This paper describes an extremely efficient squaring operation in the so-called `cyclotomic subgroup' of $\F_{q^6}^{\times}$, for $q \equiv 1 \bmod{6}$. Our result arises from considering the Weil restriction of scalars of this group from $\F_{q^6}$ to $\F_{q^2}$, and provides efficiency improvements for both pairing-based and torus-based cryptographic protocols. In particular we argue that such fields are ideally suited for the latter when the field characteristic satisfies $p \equiv 1 \pmod{6}$,and since torus-based techniques can be applied to the former, we present a compelling argument for the adoption of a single approach to efficient field arithmetic for pairing-based cryptography.
5.10 - 5.30 MAYUR PUNEKAR, Claude Shannon Institute, University College Dublin

“Low Complexity Linear Programming Decoding of Nonbinary Block Codes”

Linear Programming (LP) decoding of block codes have attracted the attention of the research community in last few years. In LP decoding, ML decoding problem is modelled as an LP problem and solved with solvers such as Simplex. LP decoding relies on well studied mathematical theory and its amenability to analysis allows us to make statements about convergence, performance etc. Recently Flanagan et. al. proposed an LP decoding algorithm for non-binary block codes. However, main drawback of the LP decoding of binary or non-binary block code is the complexity of the general purpose solvers like Simplex is prohibitively large for moderate and long block length codes. To overcome this problem, Koetter & Vontobel proposed a low-complexity LP solver for binary block codes. We build on their framework and present results on the low complexity LP decoding of non-binary block codes.
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Session 4

Session Chair:

9.00 - 9.40 ARNAUD TISSERAND, CNRS IRISA

“Arithmetic Level Countermeasures for ECC Coprocessor”

Arithmetic algorithms and number representations play a key role in computations in cryptographic circuits. They widely impact the speed, silicon area and power consumption. But designing high-performance and low-cost arithmetic operators is not sufficient in modern cryptosystems. The robustness against physical attacks is another important parameter. Very efficient side channel and fault injection attacks have been proposed. Then secured and efficient arithmetic operators have to be designed.

In elliptic curve cryptography (ECC), a lot of additions, multiplications, divisions, inversions are computed on 160 to 600 bits numbers in finite fields GF (2^m) or GF(p). Choosing an efficient representation for the field elements and arithmetic algorithms is not a simple task. There is a complex trade-off between:

- The number system(s) used to represent the data (width, number coding...);

- The algorithm used to compute the mathematical operations (evaluation methods, speed/area trade-offs, fused operations...);

- The characteristics of data (signal activity, space/time correlations...);

- And some circuit constraints (specific cells in the standard library, logic style...).

In the ECC coprocessor designed in the CAIRN at IRISA, we use various representations of numbers as countermeasures against side-channel attacks (SCA). During the scalar multiplication Q=[k]P, the representation of the scalar k is modified in a reconfigurable architecture. The mathematical value of k is always the same, but its representation changes overtime the time. This should increase the immunity against SCA. We use various redundant number systems. In a redundant number system, some numbers have several distinct representations. This property is used in some number systems to allow constant time addition (the addition time does not depend on the number of digits). Here the various distinct representations of a scalar k are used to procure a variable set of computations (type and amount) during the scalar multiplication.

Arithmetic recoding of some values using various number systems are frequent in cryptography. For instance, Non-Adjacent Forms (NAF and w-NAF) are widely used in ECC scalar multiplication and RSA exponentiation. But those recoding are static. We propose to use dynamic recoding.

In this talk, we will present the number systems we use for the recoding and the hardware implementation of dynamic recoding architecture. We also discuss the cost and security issues of the dynamic recoding mechanism.

9.40 - 10.00 JESSICA O’SHAUGHNESSY, National University of Ireland, Galway

“Convolutional Codes from Group Rings”

Group rings have been used to construct convolutional codes. The known group ring constructions are extended to a new group ring construction. The new construction proposed uses units in the group ring to obtain generator and control matrices. It has interesting free distance properties and may also be used in the construction of LDPC convolutional codes, systematic convolutional codes, and some optimal convolutional codes of low degree.

10.00 - 10.20 BRIAN BALDWIN, Claude Shannon Institute, University College Cork

“An Analysis of the Round two SHA-3 Hash Functions for FPGA”

The second round of the NIST-run public competition is underway to find a new hash algorithm(s) for inclusion in the NIST Secure Hash Standard (SHA-3). This paper presents the full implementations of all of the second round candidates in hardware with all of their variants. In order to determine their computational efficiency, an important aspect in NIST's round two evaluation criteria, this paper gives an area/speed comparison of each design both with and without a hardware interface, thereby giving an overall impression of their performance in resource constrained and resource abundant environments. The implementation results are provided for a Virtex-5 FPGA device. The efficiency of the architectures for the hash functions are compared in terms of throughput per unit area. To the best of the authors' knowledge, this is the first work to date to present hardware designs which test for all message digest sizes (224, 256, 384, 512), and also the only work to include the padding as part of the hardware for the SHA-3 hash functions.

10.20 - 10.40 CATHY Mc FADDEN, Claude Shannon Institute, University College Dublin

“Ring-linear codes from projective cyclic codes”

Projective geometries over finite fields give rise to cyclic q-ary codes via incidence matrices which satisfy L.D.P.C. properties. Here let us re-examine this concept in light of increasing interest in codes defined over rings. We investigate if the more general idea of projective lattice geometries yield interesting codes. In addition we consider ring-linear codes created by Hensel-lifting the generating polynomials of q-ary projective geometry codes.
10.40 - 10.55 Coffee Break

Session 5

Session Chair:

10.55 - 11.35 ED DAWSON, Queensland University of Technology, Australia 

“Elliptic Curves, Group Law, and Efficient Computation”

We will demonstrate techniques to derive the addition law on an arbitrary elliptic curve. The derived addition laws are applied to provide methods for efficiently adding points. The contributions immediately find application in cryptography such as the efficient improvements for elliptic curve scalar multiplication and cryptography pairing computations. In particular, contributions are made to case of the following five forms of elliptic curves:

(a) Short Weierstrass form, y2 = x3 + ax + b,

(b) Extended Jacobi quartic form, y2 = dx4 + 2ax2 + 1,

(c) Twisted Hessian form, ax3 + y3 + 1 = dxy,

(d) Twisted Edwards form, ax2 + y2 = 1 + dx2y2,

(e) Twisted Jacobi intersection form, bs2 + c2 = 1, as2 + d2 =1.

These forms are the most promising candidates for efficient computations and thus in this talk. Nevertheless, the employed methods are capable of handling arbitrary elliptic curves.

11.35 - 11.55 AKIKO MANADA, Claude Shannon Institute, University College Dublin

“Introduction on sofic shifts and their Shannon covers”

Coding theory finds applications in digital communications scenarios where information is to be transmitted across a communications channel in the presence of channel noise. If the noise in the channel is random, then the data to be transmitted is encoded with an error-correcting code so that the receiver can detect and correct a certain number of errors and recover some or all of the original data. On the other hand, if the channel noise follows a predictable pattern, then we can encode data with a constrained code so that the encoded data will reduce the likelihood of error caused by the noise. 

The study of constrained codes is based on the study of sofic shifts. A sofic shift S is a set of bi-infinite sequences which can be generated by reading off labels along bi-infinite paths in some labelled directed graph G. In this case, G is called a presentation of S.  A sofic shift S is called irreducible when S has an irreducible (strongly connected) presentation.

In this talk, we will focus on a specific presentation, called a Shannon cover, of a sofic shift. It is a canonical presentation of a sofic shift, and it can also be used when computing the capacity of the shift. We will especially see the uniqueness of a Shannon cover (up to labelled graph isomorphism) when a sofic shift is irreducible, together with a necessary and sufficient condition for a given presentation to be the Shannon cover.

11.55 - 12.15 MARK FLANAGAN, Claude Shannon Institute, University College Dublin

“Spectral shapes of generalized LDPC codes”

We present an analysis of the asymptotic exponent of both the weight spectrum and the stopping set size spectrum for a class of generalized low-density parity-check (GLDPC) codes. Specifically, all variable nodes (VNs) are assumed to have the same degree (regular VN set), while the check node (CN) set is assumed to be composed of a mixture of different linear block codes (hybrid CN set). A simple expression for the exponent (which is also referred to as the \emph{growth rate} or the \emph{spectral shape}) is developed. Furthermore, it is shown how certain symmetry properties of the local weight or stopping set distribution at the CNs induce a symmetry in the overall spectral shape function.

12.15   - 12.40 IRENE MÁRQUEZ CORBELLA, Universidad de Valladolid

“Algebraic description of modular integer programming: Applications to coding theory”

The sets of minimal codewords in linear codes were considered in connection with decoding algorithms and the so-called gradient-like decoding algorithms, which for binary codes can be regarded as an integer programming with binary arithmetic conditions. By minimum distance decoding we mean a mapping that given a vector y of Zqn  finds one of the closest codewords in terms of hamming distance in the code C. Unfortunately, Hamming metric can not be stated as a linear programming objective for q ≥ 2.  

Conti and Traverso in [CoTr91] point out a connection between Gröbner basis of certain toric ideals and minimal test set for a given family of integer programming problems. Then, in [IkKa03] Ikegami and Kaji extended the Conti-Traverso algorithm to solve the modular integer programming. It seems natural to consider for those problems the Graver basis associated to them which turns to be the set of codewords of minimal support of codes defined on Zqn, which in the binary case correspond to the set of minimal codewords. This provides us an universal test set that allows us gradient decoding in those codes related to the test set stated in [BBMF08] which we will see that it is equivalent to the approach 

in [CoTr91].  

Additional interest to the set of minimal codewords was discovered by J.Massey in [Ma93] where it was shown that this set describe a model for secret sharing schemes based on linear codes. 

12.40 - 1.00 JENS ZUMBRÄGEL, Claude Shannon Institute, University College Dublin

“Lower bounds on the minimum pseudoweight of codes with large automorphism group”

Pseudocodewords play a significant role in understanding the performance of binary parity-check codes under linear-programming (LP) or message-passing (MP) decoding.  Accordingly, the minimum pseudoweight of a code, which depends on the code's parity-check matrix, is a good first-order indicator of the error-correcting performance of the code under LP or MP decoding.

The minimum pseudoweight is bounded above by the code's minimum (Hamming) weight, and it has been shown recently that for a random code of a given rate, this inequality is strict with high probability for all parity-check matrices.

In this talk we are interested in codes that admit parity-check matrices for which the minimum pseudoweight equals the minimum weight.  We show that certain well-known codes which have a large automorphism group belong to this class.

Joint work with Nigel Boston, Mark F. Flanagan, and Vitaly Skachek.

1.00 - 2.15 Lunch

Session 6
Session Chair:
2.15 - 2.55 DIEGO RUANO, Aalborg University

“On the order bound for one-point AG codes”

The order bound for the minimum distance of algebraic geometry codes is defined for the dual of one-point codes. A new bound for the minimum distance of linear codes, and for codes from order domains in particular, was given in [H. Andersen and O. Geil, Evaluation codes from order domain theory, Finite Fields and their Applications 14 (2008), pp. 92-123]. We investigate in detail the application of that bound to one-point algebraic geometry codes and establish the connection to the order bound. We also establish a connection between the improved code constructions based on the two bounds. The same ideas are applied to all generalized Hamming weights.

2.55 - 3.15 EZEKIEL J KACHISA, Claude Shannon Institute, Dublin City University

“More Kawazoe-Takahashi type  of genus 2 ordinary pairing-friendly hyperelliptic curves”

One of the challenges in the designing of the pairing-based cryptographic protocols is to construct suitable pairing-friendly curves: Curves which would provide efficient implementation without compromising the security of the protocols. These curves have small embedding degree and large prime order subgroup. In this paper we generalise a method that generates Kawazoe-Takahashi type of ordinary pairing-friendly hyperelliptic curves. In particular with this method we construct a genus 2 hyperelliptic curve of embedding $k=8$.  We get a curve of better $\rho$-value than previously reported for $k=8$.

3.15 - 3.35 FERNANDO HERNANDO, Claude Shannon Institute, University College Cork

“Subfield-Subcodes of Toric Codes”

We study subfield-subcodes of generalized toric codes over Fps . These are the multidimensional analogues of BCH codes, which may be seen as subfield-subcodes of generalized Reed-Solomon codes. 

We identify polynomial generators for subfield-subcode GT codes, this allows us to determine the dimensions and obtain bounds for the minimum distance. We give several examples of binary subfield-subcodes of GT codes that are the best know codes of given dimension and length.

3.35 - 3.55 FARUK GOLOGLU, Claude Shannon Institute, University College Dublin

“Almost perfect nonlinear functions”

The talk will be an introductory talk about almost perfect nonlinear (APN), almost bent (AB) and crooked functions. These functions are important because of their optimality for the use in block ciphers as S-Boxes. We will present some recent developments and results on these functions.
3.55 - 4.15 RICHARD MOLONEY, Claude Shannon Institute, University College Dublin
“Efficient and Compact Identity-Based Encryption without Random Oracles”

We present an Identity-Based Encryption (IBE) scheme that is fully secure without random oracles and has several advantages over previous such schemes - namely, computational efficiency, shorter public parameters, and simple assumption. The construction is remarkably simple and the security reduction is straightforward. We first give our CPA construction based on the decisional Bilinear Diffie-Hellman (BDH) problem, then archiving the CCA2 security by employing secure symmetric-key encryption algorithm. Additionally, we transform the CPA construction into a new signature scheme that is secure under the computational Diffie-Helleman assumption without random oracles.

4.15 Close
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