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TALK SCHEDULE AND ABSTRACTS
MONDAY 19th MAY 2008

SESSION 1

10.40 – 11.25 OLGICA MILENKOVIC, UNIVERSITY OF ILLINOIS AT URBANA CHAMPAIGN
“Euclidian Superimposed Coding and compressive sampling: the missing link”

Joint work with Wei Dai
We introduce the class of weighted Euclidean superimposed codes (WESCs) that represent a link between compressive sampling matrices and  Euclidean superimposed codes. Using large deviations and random matrix theory, we derive upper and lower bounds on the asymptotic rate of WESCs and describe an efficient greedy decoding algorithm for such codes with good performance guarantees. The decoding algorithm is a specialization of a new technique developed for compressive sample reconstruction, termed subspace pursuit.

11.25 – 11.55 MASSIMILIANO SALA, UNIVERSITY OF TRENTO
“An approach to a linear approximation of the AES”
Joint work with I. Toli, A. Rimoldi.

By embedding AES into a bigger cipher, we can compute some linear maps in the bigger space, which might be seen as linear approximations for the AES. We show some prelimimary experimental results.

11.55 – 12.25 EDGAR MARTINEZ-MORO, UNIVERSITY OF VALLADOLID
“On the natural ordering on coset leaders of binary codes”

There is a natural (partial) ordering on the cosets given by a binary linear code induced by a lexicographical ordering on the vectors. In the light of this ordering we investigate the monotone structure for  the correctable and uncorrectable errors given by the complete decoding for the code.  we present an algorithmic way of dealing with this ordering and the (additive) monoid structure associated to it.
12.25 – 12.55 ANNA JOHNSTON, CLAUDE SHANNON INSTITUTE, DCU
“Efficient use of Cryptographic Side Channel in Finite Cyclic Groups”

When a finite cyclic group is used in public key cryptography, the cryptography often takes place in a cyclic subgroup. When this happens, we will show by a simple information-theoretic argument that a hidden side channel exists, corresponding to the complement of the subgroup. Extra information can be transmitted in the side channel, along with the cryptographic information, at no extra cost.  We give some examples and applications.

SESSION 2

2.00 – 2.45 COLIN WALTER, CO.MO.DO
“Side Channel Attacks on Randomized Exponentiation”

There are a number of counter-measures for reducing the effectiveness of side channel attacks on the exponentiation of RSA or ECC using a secret key.  Current research needs to address the strength of these methods, even in noisy environments because it is easy to see that the side channels contain at least some information about the secret key.  I shall consider the case of randomized recoding algorithms, and give an upper bound on the amount of work required to extract the key in some particular cases.

2.45 – 3.15 RATNA DUTTA, CLAUDE SHANNON INSTITUTE, NUIM
“On key agreement protocols”

The ever growing popularity of group-oriented applications and protocols feature group communication in many different settings. Distributed computing and collaborative applications like tele-conferencing, video-conferencing, multicasting are spread across multiple computing resources with the advent of grids. Security services are necessary to provide authenticity, integrity and communication privacy. Group key agreement (GKA) protocols are widely used to support these applications.
            As a result of the increasing popularity of group oriented applications, the design of an efficient authenticated group key agreement protocol has recently received much attention in the literature. A comprehensive treatment has been made to extend two party (and three party) key agreement protocols to multi party setting. The main focus of this presentation is on key agreement protocols and their security aspects with an emphasis on group key agreement.

3.15 – 3.45 OPRITOIU FLAVIUS, UNIVERSITY POLITEHNICA TIMISOARA
“Cryptochip implementations with Built-In Self Test features applied to AES standard”

Joint work with Mircea Vladutiu
We present a high performance implementation of the AES-128 standard which allows both encryption and decryption algorithms. At the round level, we sought for high speed implementation which requires 16 instances of the SubBytes transformations in the data path. Each module that implements a transformation must also be capable of sustaining its inverse transformation. An efficient implementation of the MixColumn and its inverse transformations are investigated. 

We also study secure testing facilities supplementing a standard AES implementation in order to assure testability features without degrading the device’s security. Conventional testability solutions fail to some extent in protecting device’s security, by means of enhancing observability and controllability properties of a chip. This is the starting point for emergence of new, more secure, testability solutions like Built-In Self Test (BIST) or Secure Scan techniques. The desired property of BIST methods relate to the fact that no or little communication is required outside the device due to the mechanism of internal stimuli generation (pseudorandom pattern generation) as well as the response evaluation by means of signature compression (using various data compression techniques). 

SESSION 3

4.00 – 4.45 MARC JOYE, THOMSON
“Resource-constrained implementation of elliptic curve cryptography”

Elliptic curve point multiplication is central in almost every non-trivial application of elliptic curves (cryptography, coding theory, computational number theory, ...). Its efficiency depends on different factors: the field definition, the elliptic curve model, the internal point representation and, of course, the scalar multiplication method itself.

Basically, there exist two main families of scalar multiplication methods for the evaluation of Q = [k]P, depending on the direction scalar k is scanned: left-to-right methods and right-to-left methods. Left-to-right methods are often used as they lead to many different generalizations, including windowing methods.  In this talk, we focus on implementations for resource-constrained devices like smart cards. Hence, we restrict our attention to binary methods so as to avoid recomputing and storing (small) multiples of input point P.  We evaluate the performance of the classical binary algorithms (left-to-right and right-to-left) in different coordinate systems.  We present novel binary algorithms.  We also discuss the resistance of these algorithms regarding various implementation attacks.

4.45 – 5.15 CHRISTIAN SPAGNOL, UNIVERSITY COLLEGE CORK
“Algorithms and Architectures for decoding non-binary LDPC codes”

Low Density Parity Check (LDPC) codes over GF(2^n) are an extension of binary LDPC codes with significantly higher  performance. However, the computational  complexity of the encoders/decoders for these codes also increases. Hence there is a substantial lack of hardware implementations for LDPC over GF(2^n) codes.

We will present a variation of the belief propagation algorithm for GF(2^n) LDPC codes. The new algorithm results in a reduced hardware complexity when implemented in VLSI.

The serial architecture of the novel  decoding algorithm and the log domain algorithm for LDPC over GF(2^n) are implemented on an FPGA.

The results prove that the proposed algorithm has substantial advantages over existing methods. We show that the implementation of LDPC over GF(2^n) decoding is feasible. The additional complexity of the decoder is balanced by the superior performance of GF(2^n) LDPC codes.
TUESDAY 20th MAY 2008
SESSION 4

9.00 – 9.45 MARKUS GRASSL, AUSTRIAN ACADEMY OF SCIENCES 
“Constructing Good Error-Correcting Codes”

A central problem in coding theory is to construct codes with the highest possible minimum distance.  An important class of codes are linear block codes, i.e., k-dimensional subspaces of an n-dimensional vector space over a finite field GF(q).  There are well-known tables that for given n, k, and q provide upper and lower bounds on the minimum distance.  The most prominent tables are those of Andries Brouwer.

In cooperation with the Computational Algebra Group at the University of Sydney I have been working on explicit constructions for codes establishing the lower bounds.  In my talk I will present novel algorithms and techniques yielding codes which often even improve the lower bounds.

The core result is an optimized algorithm for computing the minimum distance of a linear code, a problem which is NP hard in general.  The algorithm can exploit partial knowledge of the automorphism group, leading to improved algorithms.  Then several constructions are discussed that are based on codes with known generator matrices.  The combinatorial search problem associated with one of these constructions can be rephrased in terms of polynomial equations.  A Groebner basis for the corresponding ideal, and hence a solution to the original problem, can often be computed in moderate time.

Finally, generalizations of the algorithms to additive codes and quantum error-correcting codes will be given.

9.45 – 10.15 JENS ZUMBRAGEL , UNIVERSITY OF ZURICH

“Public-Key Cryptography based on Semigroup Actions and Simple Semirings”

It has been observed that discrete logarithm problem (DLP) based cryptosystems, such as the Diffie-Hellman key agreement protocol and the El-Gamal public-key cryptosystem, can be generalised in the framework ofsemigroup actions. Here, an action AxX → X of a semigroup A on a set X replaces the role of the exponentiation (Z, .) × G → G in a group G.

Necessary conditions for a semigroup action to be applicable for public-key cryptography are: There is a way to generate plenty of pairs of commuting elements of A, and the orbit maps x → a.x are one-way. On the other hand it is open at this point whether a square-root attack for the inversion of the orbit maps is available in general.

It is possible to build interesting semigroup actions using finite simple semi-rings. One promising concrete example comes from a two-sided action of matrices over a semiring. In order to avoid a Pohlig-Hellman-type reduction attack it is important that the semiring involved is (congruence-)simple.

The recent full classification of finite simple semirings provides numerous examples which come from monoid endomorphism semirings of finite lattices. Due to this result it is possible to construct very large simple semirings using moderate computational resources, and this leads to new constructions of interesting semigroup actions for public-key cryptography. It will require further research to analyse these systems, which is work in progress.

10.15 – 10.45 VITALY SKACHECK, CLAUDE SHANNON INSTITUTE, UCD
“Polytope Representations for Linear-Programming Decoding of nonbinary linear codes”

Joint work with Mark F. Flanagan, Eimear Byrne, Marcus Greferath

The decoding of binary LDPC codes using linear-programming decoder was proposed by J. Feldman et al. The connections between linear-programming decoding and classical belief-propagation decoding were established in that paper. In our work, we extend the above approach to coded modulations, in particular to codes over rings mapped to nonbinary modulation signals. In both cases, the principal advantage of the linear-programming framework is its mathematical tractability.

For the binary coding framework, alternative polytope representations were studied, which give a complexity advantage in certain scenarios. In this work, analagous to the binary codes scenario, we define two alternative polytope representations, which offer a smaller number of variables and constraints for many classes of nonbinary codes. These polytope representations, when used with the respective nonbinary LP problems, lead to polynomial-time decoders for a wide variety of classical nonbinary codes.

SESSION 5

11.00 – 11.45 EMINA SOLJANIN, BELL-LABS 
“On wiretap networks implementing network coding”

We are concerned with secure network communications. In particular, we consider the problem of hiding information from a wiretapper that can observe all packets on a limited number of network links of his choice in a network implementing network coding over which single source transmits identical information to multiple receivers. We show that it is possible to achieve perfect secrecy by implementing a point-to-point data hiding scheme only at the source together with a network code designed by simply modified known code design algorithms. We also briefly discuss the same wiretap attack scenario for wireless erasure networks.

11.45 – 12.15 IAN MCLOUGHLIN, UNIVERSITY COLLEGE GALWAY
“A group ring construction of the extended binary Golay code”

We give a new construction of the extended binary Golay code. The code is constructed as a zero divisor code over the dihedral group of twenty-four elements. The construction is algebraic, much like the construction of the (23,12,7) binary Golay code from a polynomial.

12.15– 12.45 MICHAEL TUNSTALL, UNIVERSITY OF BRISTOL
“Distinguishing multiplication and squaring operations”

Joint work with: Frederic Amiel, Benoit Feix, Claire Whelan and William P. Marnane

We describe a new approach to attack modular exponentiation based on power analysis. Our technique is able to distinguish a multiplication from a from a squaring operation, which typically gives information on the private key in public key algorithms. It does not try to distinguish these operations based on the algorithm, but analyses the operand processed. In particular, we demonstrate that when data is squared, as opposed to multiplied, a bias in the Hamming weight of the result is witnessed. We further explore this issue and examine its effects in the context of a number of multiplication algorithms. We extrapolate our findings and assess the consequences for elliptic curve cryptosystems, and, in particular, the use of unified formulae for point addition. We also detail how blinding can affect the proposed attack.

SESSION 6

2.00 – 2.45 LEJLA BATINA, COSIC, KATHOLIEKE UNIVERSITAT LEUVEN
“Implementation Challenges for Public Key Cryptography”

In this talk we discuss hardware implementations of curve-based cryptography (ECC and HECC). We elaborate on possible trade-offs leading to various architectures, from very fast to low-cost ones. In particular, we elaborate on the arithmetic, and the architectures needed to enable public key cryptography in light-weight applications such as RFIDs and sensor nodes.

We also discuss side-channel security for low-cost applications. This issue is very important as pervasive devices are on one hand very exposed and on the other hand countermeasures possible are only cheap ones.

2.45 – 3.15 KONSTANTINOS DRAKAKIS, CLAUDE SHANNON INSTITUTE, UCD
“The enumeration of Costas arrays of order 27”

We present the results of the enumeration of Costas arrays of order 27, which turns out to be the first and lowest (nontrivial) known order where no sporadic arrays exist: all arrays found are accounted for by the Golomb and Welch methods. This result offers the strongest argument so far in favor of the conjecture that there are orders where no Costas arrays exist.

3.15-3.30 SESSION BREAK
3.30 – 4 RAFAEL ALVAREZ, UNIVERSITY OF ALICANTE
“Optimizing Stream Ciphers based on Block Upper-Triangular Matrices”

Block upper-triangular matrices have interesting randomness properties for cryptography. In this talk, we provide an overview of how to construct pseudorandom generators with these matrices and possible optimization strategies in order to achieve enough performance to be used as stream ciphers; comparing results to world class standards such as Blum Blum Shub, AES or RC4 and discussing the security issues involved in the key scheduling algorithm, iteration scheme and extraction function. Also, applications to other types of cryptographic primitives like hash functions or public key cryptosystems will be briefly introduced.

4.00 – 4.30 GERARD MURPHY, CLAUDE SHANNON INSTITUTE, UCC
“Resource constrained implementations of Public Key Cryptography”

Technologies such as Wireless Sensor Networks and RFID are used in electronic tagging, medical monitoring, landslide detection and water quality monitoring. Many applications demand the confidentiality and authenticity of transmitted data due to the potentially sensitive nature of the information. However there are stringent constraints on chip area and power consumption in circuit design for these technologies. We present versatile public-key cryptographic architectures which use minimal hardware resources while maintaining high flexibility. The processor architectures are scalable and all hardware configurations support arbitrary bit-lengths and domain parameters. The architectural trade-offs between hardware area, execution time and security strength when performing Elliptic Curve Cryptography and RSA are demonstrated on an FPGA.

4.30-5.00 CHRISTOPHE CLAVIER, GEMALTO

“Why one should also secure RSA public key elements”

